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THE PROBLEM OF CORRELATION BETWEEN
INFORMATION RIGHTS AND INFORMATION FREEDOM
OF MAN IN THE CONTEMPORARY WORLD

The article substantiates that the guarantees of human rights and freedoms in the
information sphere are among the most important principles of the formation of a law-
governed state and civil society. It is shown that law is a tool which with the help of special
legal methods makes it possible to realize the information freedom of a person. Being the
product and the result of the natural development of the whole society, law has to take into
account interests of both the whole society and the individual. Law gives a person a number
of opportunities which can be used to exercise information freedom intrinsic to man.
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Problem setting. The guarantees of human rights and freedoms in the
information sphere are among the most important principles of the formation of
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a law-governed state and civil society. These rights are also included in the effective
mechanism of public administration in a democratic society. This determines
ensuring the protection of human rights and freedoms in the information sphere as
one of the most important goals of information security, and an individual as its
main object. The man is a free being, who a priori possesses freedom of activity
and behaviour, has freedom of choice, even related to his/her own life, because he/
she can choose between life and death. However, man as a living being cannot exist
outside society, but each individual has his/her own amount of freedom, so it
becomes necessary to find a common for everybody measurement of civil freedom,
within which personal freedom would be exercised. Effective ensuring the rights,
freedoms and legitimate interests of citizens can be achieved only when the
structure, forms of activity, the style of work and an attitude towards an individual
are optimal in terms of perception and quick response to any negative aspects that
restrain in this or that case the practical realization of rights and freedoms, as well
as legitimate interests of members of society.

The analysis of basic research and publications shows that the rights and
freedoms of man and citizen were the main slogan and the greatest achievement of
any known revolutions and wars. It was found long ago that there is a close
interconnection between information, freedom, justice and law, not accidentally in
the VIII century BC there were rules governing human information activity. Due
to the development of society caused by technological progress, there was an
intensive development of the sphere of human information activities. Technology-
related development led to the formation of a new type of society — information
society, entailing distinguishing a special type of human freedom — information
freedom, and a special class of rights — information rights.

Despite the available research works in this field, the philosophical analysis of
the problem of the correlation between information rights and information freedom
of man in the modern world is not given due attention. Therefore, the purpose of
this article is to consider some philosophical aspects of the dyad «information
rights — information freedom» in the context of its conceptualization.

The main research material. Each state should provide for a person who is on
its territory the opportunity to exercise information freedom. At the same time, the
state has to limit itself by law as well as by natural and information rights of man
[1, p.297].

Information rights play a special role in information freedom. By establishing
the interdependence of proper and possible behaviour, the unity and equality of
mutual rights and obligations, law, delineating the boundaries of freedom, appears
as a positive aspect of freedom, which eliminates arbitrariness, tyranny and
oppression of an individual.



Bicnux Hayionanwvrozo ynieepcumemy «fOpuouuna axademia Yxkpainu imeni Apocnasa Myopozoy Ne 1 (36) 2018

Especially it should be noted that positive law as a system of rules is designed
to regulate people’s behaviour in various ways. The initial stage of adjusting
people’s behaviour using law is informing people about the components of law and
about the content of rules. Knowing the content of rules, a person will act in
accordance with them (an ideal case). Moreover, this feature is organically
intertwined in the very essence of law, law itself is informative, it cannot exist
without information relations between people. Only being a part of the information
that people exchange, law is able to achieve expected results.

Law is a tool which, with the help of special legal methods, makes it possible
to realize the information freedom of a person. Being the product and the result of
the natural development of the whole society, law has to take into account the
interests of both the whole society and the individual. Law gives a person a number
of opportunities which can be used to exercise information freedom intrinsic to
man.

The body of rules, which is enshrined in law and realizes the information
freedom of a person, is called information rights. Let us pay attention to the fact
that the interpretation of information rights of man is often given low priority. The
concept of information, in turn, is also interpreted only partially. Some researchers
in fact generally narrow the right to information down to freedom of information
[2-3]. Information rights are primarily designed to realize the individual information
freedom, including also dissemination of information.

Various researchers make attempts to divide the right to information into two
components: the right of access to information and the right to information activities
[4—6]. However, in our opinion, this approach is not quite correct, since information
rights all together are called upon to realize the information freedom of a person,
thus, their division and moreover contrasting will make this task difficult to
implement. This division will not facilitate studying information rights since they
are interrelated and it is impossible to study them separately.

Information rights today require such an interpretation, in which, first of all,
their main component — information freedom — will be taken into account. If to
consider it, information rights of a person are a set of rules protected by public
authority, which establish the principle of equal rights for people, establish the
priority of human freedom and protect human freedom in the field of receiving,
producing and transmitting information. It includes both the body of information
rights and the influence of human freedom, the fundamental role of information
freedom in the implementation of information rights.

Information rights consist of different sets of rules, differing in their legal force,
in the territory where they are valid, in their normative force and so on. According
to the Constitution of Ukraine (Article 34), information rights consist of the
following rights: freely collect, store, use and disseminate information verbally, in
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writing or in any other way — at a person’s discretion [7]. This composition of
information rights differs from the body of information rights adopted at the
iternational level. At the same time, the difference between the bodies of information
rights of Ukraine and Europe is quite understandable. Information rights should
guarantee the realization of the entire cycle of information freedom of a person. In
Europe, legislation is aimed mainly to legitimise the bodies of two information
rights: the receipt and dissemination of information. This is due to the fact that the
receipt of information means the search for it and its distribution means processing,
including the production of new information based on the previously obtained one.
But the totalitarian past of Ukraine does not allow us to limit ourselves to a minimum
set of information rights in the Constitution, prioritising morality and customs of
the society as well as legal awareness.

Information rights cannot be united in any particular group, as they are used by
a person in all spheres of life, at different stages, which emphasizes the importance
of information rights, their significant place in the life of each person.

In addition to the rights that directly realize information freedom, there are
«related rights», which mean a group of rights that promote the realisation of
a number of rights and freedoms, as well as information freedom of a person,
information rights. This is the right to petition, to appeal to government bodies, to
freedom of the media, the right to receive information about the environmental
situation, etc. Information rights do not duplicate them and are correlated as a whole
and a part. It means that information rights regulate information processes in the
spheres, which are not regulated by other information laws. Information rights
organically enter the structure of other rights and freedoms, order information
processes. But when using all the rights related to the issues of provision of
information, it is first of all necessary to focus on the principles of information
freedom of a person which occupies a prominent place and establishes the principles
of using rights related to information processes.

Since information freedom determines a combination of certain possibilities of
information rights, it is information freedom that should be spoken about in modern
society, it is necessary to study and interpret information rights from the standpoint
of information freedom [8-9].

In all modern definitions of information law, the emphasis is on the information
itself, it is the main subject which relations are subject to regulation. Information
is considered almost independently, without reference to any subject. At the same
time, the issues of information freedom of a person are closely connected with
information, the information freedom of a person solves dilemmas in which
information is present. This makes the body of rules relating to the information
freedom similar to the body of rules which is a part of information law. But the
former cannot exist by itself, without a person, without the complex interrelated
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structure of his/her rights and freedoms. Information freedom of a person should
be considered in the context of other rights and freedoms, usually taking into
account the rules dealing with information.

In information law, information plays a crucial role, regardless of who is its
carrier, producer and so on. The study of information freedom shows that freedom
but not information has the key functions, although information is a component of
information freedom. It is important to correlate information freedom and other
rights and freedoms, to construct their hierarchy, interrelation and interdependency.
Thus, information freedom of a person, a body of rules that regulates it, is not
included into the subject of information law and should be studied separately.

When exercising information freedom, a person receives information about
various objects of the material and ideal world, and also exchanges information
with various objects, creates new information. The acquisition of information about
objects and its transmission occurs through the interaction with information carriers
that can both have information about a single object and accumulate information
about a variety of objects, transform it.

The concept of «information carrier» is somewhat similar to the notion of
«subject of duties» in the information sphere. The latter has information that is
interesting for a person, and is obliged to help a person in the realization of
information freedom. An important feature of an information carrier is that it is
obliged not only to transmit information to a person, but also to perform other
functions that contribute to the information freedom of a person: to receive
information from a person, to facilitate its transmission, production, etc. [1, p. 300].

Thus, the realization of information freedom in modern society is one of the
most important tasks. At the same time, Ukraine has some difficulties with this
realization due to the fact that existing legal framework is not properly developed,
there is a lack of economic, political, ideological and social guarantees for the
realisation of information freedom. Unfortunately, our state is unable today, due to
immanent factors and asymmetric information influences on the part of the aggressor
state, to develop in the direction of information openness, therefore the role of the
functional impact, the expansion of the role of civil society in the processes under
consideration in the current conditions, is growing rapidly.

At the same time, it is necessary to emphasize that the information freedom of
a person is not absolute. The right of each state and the system of values adopted
in society presuppose their own ways of limiting the information freedom of
a person.

Restriction of information freedom is provided for at the international level, in
the Universal Declaration of Human Rights, in which Article 29 states [11]:

1. Everyone has duties to the community in which alone the free and full
development of his personality is possible.
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2. In the exercise of his rights and freedoms, everyone shall be subject only to
such limitations as are determined by law solely for the purpose of securing due
recognition and respect for the rights and freedoms of others and of meeting the
just requirements of morality, public order and the general welfare in a democratic
society.

3. These rights and freedoms may in no case be exercised contrary to the
purposes and principles of the United Nations.

Thus, the information freedom of a person exists up to a certain limit, after
crossing which a person by his/her actions begins to violate rights and freedoms of
other people. The most difficult issue that society faces is establishing the limits
within which a person can enjoy freedom. The problem, according to A. Krotov’s
just remark, is as follows [12, p. 57]:

— 1n different historical periods of society development people established
different levels of permissible freedom which influenced the further development
of society;

— it is impossible to establish a constant level of realization of permissible
freedom, as it changes as society itself changes;

— the level of freedom is not established by one or several regulations, it is
a complex phenomenon that is regulated by various social phenomena.

It is impossible to establish the potential level of freedom even nowadays. The
permissible degree of freedom is influenced by international and national law, the
mentality of the population, the level of culture, upbringing, education, events in
the social and cultural environment, etc.

Restrictions on information freedom are established, in particular, in the
International Covenant on Civil and Political Rights (Article 19): «Everyone shall
have the right to freedom of expression; this right shall include freedom to seek,
receive and impart information and ideas of all kinds, regardless of frontiers, either
orally, in writing or in print, in the form of art, or through any other media of his
choice. The exercise of the rights carries with it special duties and responsibilities.
It may therefore be subject to certain restrictions, but these shall only be such as
are provided by law and are necessary: (a) for respect of the rights or reputations
of others; (b) for the protection of national security or of public order, or of public
health or morals» [13].

The European Convention on Human Rights, in turn, has provided the restriction
of freedom of information rights (Article 10): «The exercise of these freedoms,
since it carries with it duties and responsibilities, may be subject to such formalities,
conditions, restrictions or penalties as are prescribed by law and are necessary in
a democratic society, in the interests of national security, territorial integrity or
public safety, for the prevention of disorder or crime, for the protection of health
or morals, for the protection of the reputation or rights of others, for preventing the
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disclosure of information received in confidence, or for maintaining the authority
and impartiality of the judiciary» [14].

Information freedom restricts activities aimed at maintaining order, in some
cases, keeping state secrets and information about the environmental situation. This
permits at the state level providing more restrictions on information freedom than
it is permitted under the Convention for the Protection of Human Rights and
Fundamental Freedoms.

Restrictions, caused by the status of state secrets, are related, in general, to the
possibility of transmitting information, which can be carried out only under certain
conditions; permission of the public authority to transfer information; observance
of a certain amount of information; availability of appropriate access for citizens
(which permits carrying out various actions with information pertaining to state
secrets).

The use of information related to state secrets entails a number of restrictions
on human rights and freedoms:

— the right to travel abroad for a period specified in the employment contract
(agreement) when registering a citizen’s access to state secrets;

— the right to disseminate information constituting a state secret, and to use
discoveries and inventions containing such information;

— the right to privacy while conducting verification activities during the period
of registration of access to state secrets.

Expressing the desire to get access to information related to state secrets,
a person deliberately deprives himself/herself of a number of rights and freedoms.
The problem is that the list of information that can be classified as a state secret,
makes it possible to restrict freedom of information with respect to a large body of
information, which is a violation of the information freedom of a person. In addition,
many actions related to state secrets are not regulated by law, but are subject to
regulation by departmental acts, and also entail a violation of human rights and
freedoms.

The realization of information freedom is carried out not only by the introduction
of restrictive measures. Protective function of law, which guarantees the protection
of information freedom both by a person as self-defense and by the state, is
important.

Thus, as a conclusion, it should be noted that in the information society the
information context of human rights and freedoms becomes especially important,
therefore, awareness of the correlation between information rights and information
freedom in their dialectical unity is a worldview problem of our time. A comprehensive
study of information freedom of an individual and information law is required at
the level of philosophical reflection, and it is the prospect of further scientific
research in this area.
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MPOBJIEMA CHIBBIJTHOIIEHHA IHOOPMAIIMHUX ITPAB

TA IH®@OPMALIITHOI CBOBO/IU JIIOJUHU B CYYACHOMY CBITI

pu

Ilocmanoexa npoonemu. I apanmii npag i c60600 100Ukl uj00o ingopmayitinoi cghe-
HAeANHcamvp 00 HAUBANCIUBTUUUX 3ACA0 POPMYBAHHS NPABOBOL Oepaicasu Mma 2pOMAaosiH-

cbKk020 cycninoemea. Li npasa éxnioueni i 00 0i€6020 MEXAHIZMY OEPACABHO20 YNPAGIIHHSL
6 demokpamuunomy cycninbcmei. Lle eusnauac 3abesneuenns zaxucmy npas i c60600
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JOOUHU 8 IHGhopmayitinill cghepi 0OHicIO 3 HauBaddCaUGTWUX Yinell inghopmayitinoi besnexu,
a camy aOUHY — Hatl20N08HIUUM i 00 exmonm.

AHaniz ocmanHix 00CidIceHb ma nyonikayin ceiouums, wo npasa i c60O00uU Jio-
OUHU Ma 2POMAOAHUHA OVIU OCHOBHUM 2ACIOM T HAUDITLUWUM 3000YMKOM 0YOb-AKUX
gidomux pegonoyiil i 60€H. /lasHo gusnsieHUli MICHUL 83A€MO38 30K THhopmayii, c6060-
ou, cnpasedausocmi i npasa. He eunaorxoso we ¢ VIII cm. 00 H. e. icHy8anu nopmu, sKi
peaynosanu ingpopmayitiny disnvricms a00unu. OOHAK, He38aANCAIOUU HA HAS8HI HAYKO-
81 00pobOKU Y OaHill yaputi, pirocodcokomy ananizy npobiremu cniggioHoueHHs iHpop-
MayiiHux npae ma ingopmayitinoi c60600u 10OUHU 8 CYUACHOMY C8IMI He NPUOLISENb-
CSl HAJLEXHCHOT YB8A2l.

Memoro cmammi € po3enad okpemux Qinocogcvrux acnekmis 0iaou «iHgopmayiuni
npasa — ingopmayiina c60600ay 6 KOHmeKcmi ii KoHyenmyanizayii.

Buxnao ocnosnozo mamepiany. E¢pexmusne 3abesneuenns npas, c60600 i 3aKOHHUX
iHmepecie 2pomMaosin Modxce OYmu HALeHCHUM Tule 3d YMO8, KOau cmpykmypa, ¢opmu Oi-
SATLHOCMI, Cam CMUL NPAYi, CMAgieHHs: 00 TI0OUHU OYOYIMb ONMUMATLHUMU Y NIAHI 8I0-
YYMms ma WeuUoKo20 peazy8anHs Ha 0y0b-aKi He2amu8Hi MOMeHMU, AKI CMPUMYIOMb
Y momy uu iHWoMy 8UNAOKY NPaKmuyHe 30ilCHEeHHs npas i c60000, a MAKO’C 3AKOHHUX
inmepecis unenis cycnitbcmed. Bunsmrosy ponv 6 ingpopmayitiniii c60600i gidiepaioms
ingpopmayiiini npasa 1odunu. Bcmanoenioouu 63aEmo3anedchicmes HAReNCHol th MONCIU-
801 N0BEJIHKU, EOHICMb | PIBHICMb 83AEMHUX NPA MA 0008 A3Ki8, NPABo, OKPeCIrUU
Medici c60600uU, BUCIYNAE K NO3UMUBHE OYymmst c80000U, sIKe BUKIIOUAE CEABILIS, NPU-
eHiuenHs ocobucmocmi mowo. Iloxazano, wo npaso € 3acodom, AKUU 3a OONOMO20I0
CneyianbHUX npasosux mMemooie 003605€ peanizysamu iHGopmayiuny c600600y THOOUHU.
Ilpaso nosunne spaxogyeamu inmepecu K CyCniibemea, max i inousioa. Bono naoae
JIOOUHT HU3KY MONCIUBOCTE, CKOPUCTNABUIUCH AKUMU, BOHA 3MOJCE peanizy8amu npu-
mamauHy il ingopmayitiny c60600y. Ingopmayitini npasa 100UHU CKIAOAOMbCS 3 PI3HO-
20 KOMNIEKCY HOPM, WO GIOPI3HAIOMbCSL CBOEI0 TOPUOUYHON CUNOI0, mepumopieio Oii,
HOPMAMUBHICMIO MOW0. 36epmacmscs yéaza, wo iHpopmayilini npasa pe2ynioioms iH-
Gopmayitini npoyecu y cghepax, AKi He 8pe2yIbOSAHT IHUUMU NPABAMU, WO PE2IAMEHNYIONb
inghopmayiro. Ingopmayiiini npasa opeaniuno 6x005ms y CMpPYKmMypy IHUUX npas i c600600,
ynopsoxosyrome ingopmayitini npoyecu. Hazonoutyemocs, wo npu ukopucmamui 8cix
npas, AKi Hanexicams 00 NUMAaHb IHHOPMYBAHHI THOOUHU, HEOOXIOHO nepul 3a 8ce OpiEH-
myeamucs Ha npuHYunu ingopmayiunoi c60600u 110OUHU, KA 3aUMAE YilbHe Micye
i 8CMAaHOB1I0€ NPUHYUNU BUKOPUCTIAHHA NPAB, WO BIOHOCAMbCA 00 IHpOpMayiiHUX Npo-
yecis.

Biosnauaemocs, wo ockinoku ingpopmayitina c60600a 3yMOBIIOE CYKYNHICMb NeGHUX
Mooicniueocmetl iHGopmayiinux npas, mo y CyyacHomy CycniibCmei came npo ingopma-
YitiHy c80600y C1i0 ecmu MOBY, 3 RO3UYill IHGhopmayitinoi c60600u cii0 gusyamu i miy-
Mavwumu iHopmayiuni npasa noounu. B inghopmayitiinomy npasi supiwaivHuil akyenm
pooumvbcs Ha iHopmayii, npuuomy He3aneNCHo 8i0 Mo2o, Xmo Heio B0100i€, BUPOOIE,
mparcaroe mowo. Ilpu docrioscenni sic ingpopmayitinoi c60000u 1H0OUHU GUSHAEMBC, WO
KII0408i hyHKyii Hanedxcamv came c80000i, a ve inghopmayii, xoua ingpopmayis i € ckaa-
0086010 iHhopmayitinoi c60600u.

17



Bicnux Hayionanwvrozo ynieepcumemy «fOpuouuna axademia Yxkpainu imeni Apocnasa Myopozoy Ne 1 (36) 2018

1liokpecmoemncsl, wo inghopmayitina c60600a 0omeHcye JislibHICMb, CHPIMOBAHY HA NIO-
MPUMAHHS NOPSOKY; Y OESIKUX BUNAOKAX OePAHCABHOT MAEMHUYIL, THHOPMAYIO NPO eKONOSIUHY
0bcmanosky. Le do36onsae na pieni depoicasu oomexcysamut inghopmayitiny c60600y OinbULOI0
Miporo, Hidic ye donyckaemuvcst Kongenyicio npo 3axucm npas moounu i 0CHOGHUX c80000.

Obtpynmogyemocs mesa, wjo peanizayis inpopmayitinoi c6o600u 6y0yemuvcs He mijb-
KU WLIAXOM B8EOEHMHST 0OMedCYBANbHUX 3aX00i6. Baoicnusoro € oxoponna ¢yuxyis npasa,
2apanmoBaricmy 3axucmy iHghopmayitinoi ce0600u, NPULOMY K CAMO3AXUCHTY, MAK [ 0XO-
POHU THHOPMAYItIHOT c60000U 3 DONOMO20I0 OePIHCABU.

Bucnoeku. B ingpopmayitinomy cycninbcmei 0ocodnuso akmyanizyemocsi ingpopmayitinul
KOHmeKcm npag i c600600 M0OUHU, MOMY YCEIOOMIEHHS CNIBEIOHOWEeHH S, THPOPMAYITIHUX
npas i ingpopmayitinoi c60b600u 6 ixwiil dianexmudnit EOHOCMI € C8IMO2IsIOH0I0 NPODIEMOTO
cyuacnocmi. Inghopmayiiina c6ob600a a0ounu i iHopmayitine npago BUMA2AIOMb KOMN-
JIEKCHO20 8UBHelHsl Ha pisHi (hinocoghcorol peghnekcii, y uomy i 60auacmovcs nepcnexmue-
HICMb NOOANBUUX HAYKOBUX PO36I00K Y OAHIU YaAPUHI.

Kopomka anomauia 0o cmammi

Y ecmammi obrpynmosyemuocs, wo capanmii npag i c600600 100uHU w000 iHgopma-
YitiHOoI chepu Hanexncams 00 HAUBANCIUBTUUX 3ACAO (POPMYBAHHS NPABOBOT Oeplcasy ma
epomaodsiHcvko2o cycninbemaa. Tlokazano, wo npaso € 3acob6om, aKuil 3a 00NOMO20I0
CneyianbHUX npasosux mMemooie 003605€ peanizysamu iHGopmayiuny c600600y THOOUHU.
Byoyuu nopoooicennam i pezyibmamom npupoOHo20 po3GUMK) 6Cb020 CYCRIIbCMEA, NPAGO
NOBUHHE 8PAX08Y8AMU IHMepecu 5K YCb0o2o CYCRIIbemea, mak i inousioa. Ilpaso nadae
JHOOUHE HU3KY MONCIUBOCMEL, CKOPUCABUIUCH SKUMU, BOHA 3MOJICE Peanizyeamu npu-
mamaury il inpopmayitiny c60600y.

Kniouosi cnosa: ceobooa; npaso, inpopmayis, inpopmayiiine cycninbcmeo, ingop-
Mayitni npasa; iHghopmayiina c60600a.

Jlanunvan Onez I'ennaouesuu, 1oxtop GpunocoPpckux Hayk, mpodeccop,
3aBeayrommi kaheapou punmocopun, HarmoHampHBIN IOPUINYECKUN
yHuBepcuTeT umenu Spocnasa Mynporo, I. XapbkoB, YKpanHa

/3ebans Anexcanop Ilemposuu, noxrop puiocodckux Hayk, mpodeccop,
npodeccop kadenpsl prrocopun HanmoHanbHBIN IOPHINICCKAN YHUBEPCUTET
nMmenu Spociasa Mynporo, . XapbkoB, YKpanHa

ITPOBJIEMA COOTHOWEHUA THOOPMALIMOHHBIX ITPAB
N UHOOPMAIIMOHHOU CBOBOAbI YEJIOBEKA
B COBPEMEHHOM MUWPE

B cmamwve obocnosvisaemcs, umo eapanmuu npas u 60000 YeN08eKA KACAMENbHO
UHDOPMAYUOHHOU Chepbl OMHOCAMCA K YUCTY 8ANCHEUUUX NPUHYUNOE POpMUPOBAHUA
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Dinocogpisn

npaso6oco 20cydapcmea u epasicoancrkozo obujecmaa. Iloxkazano, umo npago sensiemcs
Ccpeocmeom, NO3GONSIOUUM C HOMOUbIO CREYUATBHBIX NPABOBLIX MEMOO08 Pedanu306ams
unpopmayuonnyio 60000y uenogexa. byoyuu noposicoenuem u pe3yibmamom ecmecmeeH-
HO20 pazgumusi 6ce2o 0dujecmaa, npaso OOINHCHO YUUMbIBAMb UHMEPECHL KAK 6Ce20 00-
wecmea, max u unousuda. I[lpaso daem uenosexy psid 03MONCHOCIEL, BOCHOTb30BABUUCD
KOMOPbIMU, OH CMOJICEM PeaItu308amsb NPUCYUYIO eMy UHDOPMAYUOHHYIO CB0O00Y.

Knrwouesvie cnosa: ceobooa; npaso, ungopmayus, unpopmayuonnoe oduecmeo,
uHgopmayuortsle npasa, uHGOpMayUoHHas c60600a.
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